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Special Sessions 

 
EXIT-ANA 2026: Explainable, Interpretable & Trustworthy AI for Next-Generation Network 

Autonomy 

 
Organizers 

Associate Prof. Murat Karakus, Department of Software Engineering, Ankara University, Turkiye 

 

Dr. Murat Karakus received his B.Sc. in Mathematics from Suleyman Demirel University (2009), his M.Sc. in Computer Science 

and Information Systems from the University of Michigan-Flint (2013), and his Ph.D. in Computer Science from the Purdue School 

of Science (2018). He is currently an Associate Professor and the Head of the Department of Software Engineering at Ankara 

University. Dr. Karakus has authored over 60 peer-reviewed publications and serves as a reviewer for leading IEEE, ACM, and 

Elsevier venues. He has served on organizing committees of major IEEE conferences (MeditCom, BalkanCom, BCCA, 

BlackSeaCom). He has delivered tutorials at MeditCom 2023, BCCA 2023, and CCNC 2025, and has given invited talks at events 

such as the IEEE Blockchain Summit 2022, Blockchain Summit Türkiye 2024, SIBIS 2024, ISMSIT 2025, and ISCT¨urkiye 2025. 

He has organized workshops in BCCA 2024 and BCCA 2025. His research interests include next-generation networking, network 

autonomy, NLP, explainable AI, Blockchain, network scalability, QoS, and routing. He has led several TUB¨ ˙ITAK-funded and 

industry-supported research projects. 

 

Assist. Prof. Rukiye Savran Kızıltepe, Department of Software Engineering, Ankara University, Turkiye 

 

Dr. Rukiye Savran Kiziltepe received her Ph.D. in Computer Science from the University of Essex, UK, in 2022. She also completed 

her M.Sc. in Advanced Computer Science at the University of Essex in 2017 and her B.Sc. in Computer Education and Instructional 

Technology at Hacettepe University, Turkey, in 2014. She is currently an Assistant Professor in the Department of Software 

Engineering at Ankara University. She has contributed to national and international R&D projects in data science and multimedia 

analysis. Dr. Kiziltepe has been a reviewer and editor for several journals and conferences and has served as an organizer of the 

Predicting Media Memorability benchmark at the international MediaEval initiative since 2019. Her research interests include 

machine learning, natural language processing, computer vision, and intelligent data-driven systems. 

 

Fatih Bildirici, ASELSAN, Ankara, Turkiye 

 

Fatih Bildirici is currently pursuing his Ph.D. in Artificial Intelligence at Ankara University. He holds an M.Sc. in Management 

Information Systems and is continuing his graduate studies in Cognitive Science, reflecting a strong multidisciplinary orientation 

toward technology and intelligent systems. Professionally, he serves as a Senior Subject Matter Expert at ASELSAN, where he 

leads large-scale digital transformation initiatives. In addition to his industrial role, he provides consultancy to startups and 

collaborates with technology companies focusing on AI integration. His research interests include explainable and responsible AI 

and software development methodologies. Mr. Bildirici is committed to advancing transparent, ethical, and innovative AI systems 

aligned with emerging business and technology needs. 

 

Berkay Bayramoglu, Department of Software Engineering, Ankara University, Turkiye 

 

Berkay Bayramoglu is currently pursuing the B.Sc. degree in Software Engineering at Ankara University, Ankara, Turkey. Since 

2024, he has been with the ANLAM-NET Research Laboratory at Ankara University, working on large language model reliability, 

hallucination detection, and XAI. He actively contributes to various TUB¨ ˙ITAK-funded research projects. In 2025, he was an AI 

Research Intern at the Interventional MR R&D Institute (G˙IMRE) at Ankara University. He has co-authored a paper accepted to 

IISEC 2026. Furthermore, he achieved 3rd place in the Teknofest 5G Positioning Competition and was a finalist in the Turkish 

Natural Language Processing Competition. He currently serves as the Vice President of the YAZGIT Student Community. His 

research interests include natural language processing, deep learning, agentic AI, explainable AI, and computer vision. 

 

Scope 

This workshop aims to address the critical challenges of ”black-box” AI/ML models in next-generation network autonomy, 

operations, and management. As networks evolve toward intent-based and highly automated operations (6G, O-RAN), the lack of 

transparency in AI-driven analytics creates barriers to operator trust and regulatory compliance (e.g., EU AI Act). The workshop 

will provide a comprehensive exploration of Explainable AI (XAI) tailored for network autonomy, operations, and management, 
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covering explainability, interpretability, and trustworthy AI foundations, as well as widely used techniques (LIME, SHAP, 

Integrated Gradients) and their application to real-world next-generation telecom use cases. 

 

Topics of the Special Session 

The workshop will cover a broad spectrum of topics at the intersection of XAI and next-generation networking, including but not 

limited to: 

• XAI and Trustworthy AI for network autonomy, operations, and management. 

• Explainability methods for telecom AI/ML models (LIME, SHAP, Integrated Gradients, Grad-CAM, surrogate models, 

counterfactuals). 

• Operator-centric interpretability and human-in-the-loop network decision support. 

• Transparent and verifiable AI for anomaly detection, fault/failure prediction, and SLA assurance. 

• Explainability challenges in 5G/6G, O-RAN, and cloud-native network architectures. 

• Metrics, benchmarking, and validation frameworks for evaluating XAI in communication networks. 

• Regulatory and compliance considerations, including EU AI Act, ETSI ENI, and O-RAN Alliance requirements. 

• System design patterns enabling trustworthy closed-loop automation and intent-based networking. 

• Case studies and real-world deployments of XAI-enabled autonomous network control. 

• Future challenges and emerging research opportunities in explainable, trustworthy, and autonomous networking. 

• AIOps/MLOps Applications such as anomaly triage, root-cause analysis, and SLA violation explanations. 

• XAI for LLM-based network agents, multi-agent systems, and IoT-scale environments. 

• Security and privacy implications of explaining AI decisions 

• Digital twins and synthetic data generation for XAI model training. 
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Tutorials 
Tutorial 1: Explainable, Interpretable & Trustworthy AI for Next-Generation Network Autonomy 

 

Speakers 

• Associate Prof. Murat Karakus, Department of Software Engineering, Ankara University, Turkiye 

• Assist. Prof. Rukiye Savran Kızıltepe, Department of Software Engineering, Ankara University, Turkiye 

• Fatih Bildirici, ASELSAN, Ankara, Turkiye 

• Berkay Bayramoglu, Department of Software Engineering, Ankara University, Turkiye 

 

Duration: Half-day 

 

Abstract: AI-driven automation is rapidly transforming modern network and service operations, yet the opaque nature of AI models 

continues to limit trustworthiness, adoption, and safe decision-making in next-generation network environments. This tutorial 

provides a structured, hands-on introduction to Explainable, Interpretable, and Trustworthy AI (XAI & IAI) for trusted network 

autonomy, operations, and management. We explore the foundations of explainability, including key model-agnostic and model-

aware techniques such as LIME, SHAP, Integrated Gradients, surrogate modeling, counterfactual reasoning, and causal approaches. 

We demonstrate how these techniques enable debugging, assurance, and operator confidence across complex network ecosystems. 

 

This tutorial delivers a focused exploration of XAI theory for network autonomy, operations, and management. It introduces core 

interpretability concepts and widely used techniques, such as LIME, SHAP, Integrated Gradients, surrogate models, counterfactuals, 

and causal reasoning, building on seminal XAI research. The session connects these methods to emerging XAI-for-Networks work 

across O-RAN, 6G, IoT ecosystems, intrusion detection, and knowledge-driven automation, and presents a taxonomy of telecom-

centric use cases spanning anomaly triage, SLA diagnosis, resource allocation, and validation of closed-loop actions. 

 

Participants will engage in hands-on demonstrations using synthetic, anonymized KPI/telemetry datasets to explore explainability 

challenges across O-RAN, AIOps/MLOps pipelines, and upcoming regulatory frameworks. The tutorial concludes by outlining 

future research, including XAI for LLM-based agents, real-time and distributed explainability, and by highlighting how 

explainability can be systematically embedded into trustworthy autonomous network management. By connecting explainability 

with autonomy, this tutorial equips researchers and operators with the conceptual tools and practical skills to design, evaluate, and 

deploy trustworthy AI systems for next-generation AI-native networks. 

 

Outline of the Tutorial Content (Total: 180 minutes) 

1) Introduction (10-minute - Murat Karakus¸): Overview of the evolution toward autonomous network operations, risks of opaque 

AI-driven decisions, and regulatory/standardization context. 

 

2) Background on AI/ML for Network Operations (15- minute - Murat Karakus¸): 

    a) AI/ML models in telecom: time-series, deep learning, GNNs. 

    b) Operational failure modes due to black-box AI. 

    c) Challenges in AIOps observability and root-cause tracing. 

 

3) Foundations of XAI (20-minute - Murat Karakus¸): 

Core XAI axes—interpretability vs. explainability, intrinsic vs. post-hoc, and local vs. global—are outlined with key metrics 

(fidelity, stability, usability), stressing explainability’s necessity for trustworthy autonomous networks. 

 

4) Core XAI Methods - Part I (20-minute - Fatih Bildirici): 

    a) Local vs. global explanations. 

    b) LIME 

    c) SHAP 

 

5) Core XAI Methods - Part II (25-minute - Fatih Bildirici): 

    a) Integrated Gradients. 

    b) Surrogate models. 

    c) Counterfactual reasoning. 

    d) Causal XAI approaches. 
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6) XAI Applications in Network Operations (25-minute- Rukiye Savran Kızıltepe): 

    a) Interpretable anomaly detection and alarm triage (traffic classification and intrusion detection). 

    b) KPI degradation / SLA explanation. 

    c) O-RAN xApp/rApp validation and XAI in 6G ORAN. 

    d) Safe autonomous control loops and trust boundaries. 

 

7) XAI Use Cases and Hands-On Demonstrations (30-minute - Berkay Bayramoglu): 

    a) Demo: Explainability-driven anomaly prioritization and failure identification. 

    b) Demo: Interpretable traffic forecasting and mobility prediction. 

    c) Demo: Intent-based networking validation using explanation outputs. 

 

8) Future Directions and Research Challenges (15-minute - Rukiye Savran Kızıltepe): 

    a) XAI for LLM-based network agents and decision pipelines. 

    b) Real-time explainability constraints. 

    c) Distributed and multi-agent explainability in Federated and Edge Learning. 

    d) XAI in IoT-scale environments. 

    e) RAG for Network AI Agents. 

    f) LLM-Based Telemetry Summary and Explanation. 

    g) Synthetic Data and Digital Twins for XAI. 

    h) Standardization opportunities (ETSI, O-RAN) and trustworthy autonomous management. 

 

9) Conclusions - Q&A (10-minute - All): Summary of insights, industrial implications, and next steps. 
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Censoring-Aware Partially Linear Modeling of Human–Robot Task 

Completion Times 

Ersin Yılmaz1 

1Department of Statistics, Faculty of Science, Muğla Sıtkı Kocman University, Muğla, Turkey 

ersinyilmaz@mu.edu.tr 

 

Abstract – Task completion time is a fundamental endpoint in human–robot interaction (HRI) and collaborative robotics. However, 

it is often right-censored in practice due to time limits, safety interruptions, or early termination. If censoring is ignored, standard 

analyses may yield biased inference and, consequently, misleading conclusions regarding the impact of adaptive assistance or 

interface design. In this study, we consider a censoring-aware semiparametric regression framework for modeling completion time, 

aiming to retain interpretability while allowing flexible nonlinear human-related effects. Specifically, we model the log-completion 

time using a partially linear structure, where a high-dimensional linear component captures robot-state and interaction features, and 

a smooth nonparametric component represents a continuous covariate such as skill, workload, or task difficulty. To mitigate 

multicollinearity and high-dimensionality in the parametric part, we employ a post-shrinkage strategy based on a weighted-ridge 

approach, while the nonparametric component is estimated using spline-based smoothing. Censoring is incorporated through a 

principled weighting scheme, ensuring valid estimation under realistic timeout mechanisms. The performance of the proposed 

approach is examined through Monte Carlo simulation designs and a public benchmark dataset. 

 

Keywords – human–robot interaction; right-censoring; semiparametric regression; partially linear models; post-shrinkage 

estimation; adaptive assistance; task completion time 
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Brain Tumor Diseases Classification and Detection using Deep Learning 

Approach 
 

Assad S Doutoum 

 

Department of Information System and Technology, Hitit University, Çorum, Türkiye  

assaddoutoum@hitit.edu.tr  

 

 
Abstract – A brain tumor is a disease that affects brain cells and spreads if it fails to be recognized early. Treatment strategy and 

patient survival rates are significantly impacted by early brain tumor discovery. specialists employing manual segmentation and 

diagnosis from Magnetic Resonance Imaging (MRI) scans are difficult and vulnerable to mistakes. Thus, high-precision automated 

techniques are currently in demand. Compared to human diagnosis, computer vision and deep learning are more effective and 

dependable techniques. In this survey, we proposed an automated system that uses the EffecientNetV2S approach to identify and 

categorize pituitary tumors, meningiomas, and gliomas. Transfer learning was used to develop the model, and the freezing technique 

was applied to some layers. According to our findings, there are notable performance gains when EfficientNetV2S is used as the 

underlying framework. In particular, the results showed that the total training accuracy, validation accuracy, test accuracy, and F1-

score were 99.85%, 98.67%, 98.67%, and 99%, respectively. 

 

Keywords –     Brain Tumor, MRI, Deep Learning, Transfer Learning, EfficientNetV2S.  
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Rule-Based Knowledge Distillation for Interpreting Random Forest Decision 

Functions 

Mert Büyükdede1, Esma Gülfem Aktaş 2 

1Department of Computer Engineering, Istanbul Atlas University, Istanbul, Türkiye 
2 Department of Computer Engineering, Istanbul Atlas University, Istanbul, Türkiye 

mertbuyukdede@gmail.com, 220501038@st.atlas.edu.tr  

 

 

Abstract – Tree-based ensemble models, particularly Random Forest (RF), provide strong predictive performance on high-

dimensional biomedical data. However, because these models consist of a large number of decision trees and complex decision 

paths, interpreting their decision mechanisms is often difficult. This limitation restricts the transparency of model outputs and may 

hinder their reliable use in biomedical applications. In this study, a rule-based knowledge distillation approach is proposed to 

approximate the ensemble-level decision function of a Random Forest model with a simpler and more interpretable model. In the 

proposed method, decision paths extracted from a trained Random Forest are represented as explicit rules. For each instance, a rule 

activation matrix is constructed to capture the effectiveness of these rules and to represent the model’s decision behavior in an 

interpretable feature space. Within this rule-based feature space, a sparse logistic regression model is trained to mimic the predictions 

of the original Random Forest. To control model complexity, rule filtering is applied and a Top-K rule selection strategy is used. 

The proposed method was evaluated on the METABRIC dataset using five-fold cross-validation. The Random Forest model 

achieved an average AUC of 0.839, while the interpretable model achieved an AUC of 0.835 when the Random Forest decision 

function was represented with 75 rules. The behavioral agreement between the two models was confirmed by a Pearson correlation 

of 0.9760. These results demonstrate that the decision behavior of Random Forest can be approximated with an interpretable model 

while largely preserving predictive performance. 

 

Keywords – Random Forest, Knowledge Distillation, Explainable Artificial Intelligence (XAI), Rule Extraction, Biomedical Data 
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Abstract— Modern avionic mission systems increasingly rely on multi-layer artificial intelligence architectures integrating sensor 

processing, data fusion, tactical reasoning, and mission-level decision support. While explainable AI (XAI) techniques have been 

extensively studied at the model level, current approaches largely ignore the architectural hierarchy inherent in safety-critical avionic 

systems. This paper proposes a Hierarchical Explainability Framework (HXF) designed specifically for multi-layer AI-based 

avionics. The proposed framework decomposes explainability into four structured layers: (i) Sensor-Level Attribution, (ii) Fusion-

Level Feature Contribution, (iii) Decision-Level Reasoning Trace, and (iv) Mission-Level Operational Justification. Each layer 

produces localized explanations aligned with its functional responsibility. A compositional aggregation mechanism then constructs 

a coherent global explanation trace that preserves causal consistency across layers. Unlike conventional post-hoc XAI methods, the 

proposed architecture embeds explanation generation directly into the system pipeline, enabling real-time explainability under 

operational constraints. Furthermore, the framework introduces cross-layer consistency metrics to detect explanation conflicts and 

improve trust calibration in safety-critical deployments. Simulation results on a representative avionic mission scenario demonstrate 

that hierarchical explanations significantly enhance interpretability, traceability, and operator trust compared to single-layer 

attribution methods, without degrading system performance. The proposed approach establishes a scalable and architecture-aware 

foundation for explainable AI in next-generation mission-critical avionics. 

 

Keywords— Explainable Artificial Intelligence, Distributed Sensor Fusion, Avionic System Architecture, Operational AI, Cross-

Layer Reasoning  
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Abstract— Traditional systems engineering methodologies, including model-based systems engineering (MBSE), rely heavily on 

human-driven requirement analysis, architectural decomposition, and iterative validation. While these approaches have been 

effective for decades, they struggle to cope with the increasing complexity, dynamism, and uncertainty of modern socio-technical 

systems. This paper introduces the concept of AI-Native Systems Engineering (AI-NSE) — a paradigm shift in which artificial 

intelligence is not merely a supporting tool, but a foundational design component embedded across the entire systems lifecycle. We 

propose a multi-layer AI-driven architecture that transforms the classical pipeline of requirements, architecture, simulation, 

optimization, and validation into a self-evolving design loop. The framework integrates large language models for formalizing 

semantic requirements and enabling traceability, graph neural networks for modeling architectural consistency, metaheuristic and 

reinforcement learning methods for design-space exploration, and digital twin-based simulation for closed-loop performance 

evaluation. Unlike conventional MBSE, AI-NSE enables dynamic requirement refinement, automated architecture generation, and 

adaptive co-evolution of system configurations under changing operational constraints. A conceptual implementation scenario is 

presented to illustrate how AI-NSE can autonomously generate, evaluate, and optimize system designs while maintaining 

explainability and traceability. The proposed framework aims to redefine systems engineering as a collaborative intelligence process 

between human experts and adaptive AI agents. We argue that AI-Native Systems Engineering represents a necessary evolution 

toward managing the complexity of next-generation cyber-physical and autonomous systems. 

 

Keywords—AI-Native Systems Engineering, Autonomous Design, Model-Based Systems Engineering, Large Language Models, 

Intelligent Design Automation  
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Abstract – Generative AI chatbots have found many applications owing to their large knowledge base and ability to specialize via 

methods such as fine-tuning and Retrieval-Augmented Generation (RAG). Therefore, they are also popular for many educational 

applications. In this work, a RAG-based generative AI chatbot named “Derema” was created by using several university regulations 

for its RAG framework, and Google Gemini 2.5 Pro as the Large Language Model (LLM). Written in Python using the Gradio 

library for its interface, Derema can scrape web links and read spreadsheets, documents (such as those prepared in word processors 

and Portable Document Format (PDF) files), and standard text files. 

 

Derema initially requests the user to choose a category. After the category is chosen, it reads the files for the chosen category and 

chunks them into the given number of characters per chunk and the number of overlapping characters between chunks. After the 

file-reading phase is complete, it opens the interface and waits for the user's input. Derema then detects the number of chunks closest 

to the user input and sends them to the LLM along with the input. Finally, the LLM’s answer is presented to the user in the interface. 

 

Keywords – Generative AI, Large Language Model (LLM), Retrieval-Augmented Generation (RAG), chatbot, university regulations  
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Abstract – Network slicing allows a physical network to be partitioned into multiple virtual slices, supporting diverse service 

requirements within a unified infrastructure. In 5G vehicular networks, this capability is especially important because safety-critical, 

broadband, and massive connectivity services must coexist under highly dynamic conditions. However, accident scenarios can cause 

sudden traffic imbalances and degraded communication quality, reducing the effectiveness of non-adaptive slicing strategies for 

emergency communications. This paper presents a Q-learning framework for dynamic network slicing under emergency traffic 

conditions in a 5G vehicular environment. The framework manages three network slices: Ultra-Reliable Low-Latency 

Communication (URLLC), enhanced Mobile Broadband (eMBB), and massive Machine-Type Communication (mMTC), enabling 

adaptive resource allocation when an accident disrupts normal network operation. The learning process uses a Quality of Service 

(QoS) focused reward that jointly considers latency, reliability, throughput, and bandwidth efficiency. The proposed method is 

compared with a baseline for dynamic network slicing. Results show that the learning-based approach improves slice-level latency, 

reliability, and throughput, with the greatest improvements observed in emergency-focused URLLC services during accident 

conditions. These results suggest that a Q-learning-based dynamic resource allocation method offers a viable approach to enhance 

emergency responsiveness and overall service quality in vehicular communication scenarios. 

 

Keywords – 5G, Vehicular Networks, Network Slicing, Q-learning, Emergency Traffic, QoS.  
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Abstract – We present a citation-centered article recommendation system that exploits the structure of scholarly citation networks 

to identify relevant works for a user-specified target paper. Using OpenAlex, we construct a heterogeneous multilayer graph 

comprising the target article, its primary and secondary citations, topical concepts, and publication venues. Candidate papers are 

ranked with an efficient hybrid scoring model that integrates structural connectivity with semantic similarity and venue-based 

supplementary signals, while preserving a deliberate distinction between primary recommendations for local relevance and 

secondary recommendations for broader discovery. We evaluated the system on ten target articles from the citation recommendation 

literature using proxy metrics (Jaccard similarity and ablation stability) as no ground-truth relevance labels were available. The 

constructed networks were large, sparse, and well-connected, and the recommendations demonstrated consistent topical coherence, 

with mean Jaccard similarity scores of 0.210 for primary recommendations and 0.187 for secondary recommendations. These 

findings suggest that a simple and interpretable hybrid design can yield recommendations that are both structurally grounded and 

semantically meaningful, without requiring expensive embedding models or user interaction data. 

 

Keywords – citation networks, complex networks, recommendation systems, paper recommendation, OpenAlex 
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Özet—Büyük dil modelleri (LLM), yazılım testinde giderek daha yaygın kullanılmaktadır; ancak REST API test üretimine ilişkin 

karşılaştırmaların önemli bir bölümü hâlen yalnızca geçti/kaldı özetleriyle raporlanmaktadır. Bu çalışmada, deterministik bir temel 

referans (baseline) ile çoklu LLM stratejilerini aynı deney tasarımı içinde karşılaştırabilen, tekrarlanabilir bir çerçeve olan 

SpectraTest sunulmaktadır. Çerçeve OpenAPI/Swagger ve curl girdilerini desteklemekte, Web UI ve CLI modlarında çalışmakta 

ve basic, edge_focused, few_shot ve strategy_then_generate istem profillerini uygulayabilmektedir. 

 

Tek metrikli değerlendirme yaklaşımının sınırlılıklarını aşmak amacıyla: (i) token tabanlı semantik test imzaları, (ii) jeneratör içi ve 

jeneratörler arası Jaccard benzerliği, (iii) bileşik çeşitlilik skoru ve (iv) baskın özvektöre dayalı küresel sıralama üreten Hermitian 

ikili karşılaştırma matrisi birlikte kullanılmaktadır. Bu semantik-spektral değerlendirme hattı, doğruluk, tekrar eğilimi, kapsama ve 

keşif çeşitliliğini eşzamanlı olarak yorumlamaya olanak vererek model davranışlarını daha ayrıntılı biçimde görünür kılar. 

 

Anahtar kelimeler—REST API testi, istem mühendisligi, büyük ˘ dil modelleri (LLM), otomatik test üretimi, semantik benzerlik, 

Hermitian matris, spektral sıralama 

 

SpectraTest: REST API Test Generation with Prompt Engineering 

 

Abstract— Large language models (LLMs) are increasingly adopted in software testing; however, a substantial share of comparisons 

on REST API test generation is still reported only through pass/fail summaries. This study presents SpectraTest, a reproducible 

framework that compares a deterministic baseline and multiple LLM strategies within the same experimental design. The framework 

supports OpenAPI/Swagger and curl inputs, runs in both Web UI and CLI modes, and applies the basic, edge_focused, few_shot, 

and strategy_then_generate prompt profiles. 

 

To address the limits of single-metric evaluation, we jointly employ (i) token-based semantic test signatures, (ii) intra- and inter-

generator Jaccard similarity, (iii) a composite diversity score, and (iv) a Hermitian pairwise comparison matrix that produces a 

dominant-eigenvector-based global ranking. This semantic-spectral evaluation pipeline enables the concurrent interpretation of 

accuracy, repetition tendency, coverage, and exploratory diversity, making model behaviors more visible and interpretable. 

 

Keywords— REST API testing, prompt engineering, large language models (LLMs), automatic test generation, semantic similarity, 

Hermitian matrix, spectral ranking  
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Türkçe Özet – Ağ trafiği anomali tespiti, siber güvenlik sistemlerinde kritik bir rol oynamaktadır. Bu çalışmada ağ trafiği anomali 

tespiti problemi için farklı makine öğrenmesi modüllerinin performansı, uçtan uca bir MLOps platformu üzerinde karşılaştırmalı 

olarak değerlendirilmiştir. Çalışma kapsamında TensorFlow Decision Forests (TFDF), LightGBM, System AutoML ve H2O 

AutoML modülleri aynı veri seti ve deney protokolü kullanılarak analiz edilmiştir. Modellerin performansı Accuracy, AUC, 

Precision, Recall, F1, Kappa ve MCC metrikleri ile değerlendirilmiştir. Deneysel sonuçlar, TFDF Gradient Boosted Trees modelinin 

%92.50 doğruluk skoru ile en dengeli performansı sağladığını göstermektedir. Çalışma, model seçiminin yalnızca doğruluk 

metriğine göre yapılmasının yeterli olmadığını ve özellikle güvenlik uygulamalarında Recall ve F1 dengesinin kritik önem taşıdığını 

ortaya koymaktadır. Ayrıca MLOps platformu üzerinde çalışan farklı modüllerin deneylerin tekrarlanabilirliğini ve 

karşılaştırılabilirliğini artırdığı gösterilmiştir. 

 

Anahtar Kelimeler – Anomali Tespiti, MLOps, TFDF, LightGBM, H2O AutoML, Ağ Trafiği, Makine Öğrenmesi 

 

A Comparative Study of MLOps-Driven Machine Learning Approaches for Network Traffic Anomaly 

Detection 
Abstract - Network traffic anomaly detection plays a critical role in cybersecurity systems. This study investigates how the 

performance of different machine learning modules varies in the context of network traffic anomaly detection and aims to determine 

which model provides the most balanced performance. In the literature, various machine learning and AutoML approaches have 

been proposed for network traffic anomaly detection. Gradient boosting-based methods and AutoML solutions stand out due to their 

high performance. However, existing studies often use different datasets and experimental setups, limiting the direct comparability 

of models. This highlights the importance of conducting comparative analyses within a standardized MLOps environment. In this 

study, TensorFlow Decision Forests (TFDF), LightGBM, System AutoML, and H2O AutoML modules were evaluated on an end-

to-end MLOps platform using the same dataset and experimental protocol. Model performance was assessed using multiple 

evaluation metrics, including Accuracy, AUC, Precision, Recall, F1-score, Kappa, and MCC. Experimental results show that the 

TFDF Gradient Boosted Trees model achieved the most balanced performance with an accuracy score of 92.50%. The findings 

indicate that relying solely on accuracy is insufficient for model selection, especially in cybersecurity applications, where Recall 

and F1-score are of critical importance. Furthermore, the use of an MLOps platform significantly improves the reproducibility and 

comparability of experiments. 

 

Keywords – Network Traffic Anomaly Detection, MLOps, Machine Learning, AutoML, Cybersecurity, Gradient Boosting  
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